fH INSIDER RISK SERVICES

= Vetting and selection = Personnel Security

= Behavioural Design = Behaviours and Culture
= Monitoring advice = Malicious & accidental actors
ADVISORY ASSESSMENTS
Strategic and tactical advice from our broad Using NPSA's framework or our own
range of experts with deep knowledge. We methodolo ine or assess an

deliver both one-off and retained advice ——organisation’s insider risk’posture

WORKSHOPS/EXERCISES PROG RAMMES

Often the best way to increase engagement and Building insider risk programmes to fit any

awareness are workshop and exercises organisation so they can continue to grow
deSigned to bring alive insider risks and their business with confidence

mitigations



i INSIDER RISK

ASSESSMENT

Organisations of all sizes can baseline the maturity of their insider risk posture. The
most accessible framework to do so is the Personnel Security Maturity
Assessment from the National Protective Security Authority (NPSA).

This self-assessment tool helps organisations understand their current posture and
identify practical improvements. We offer tailored support with:

+ Guided implementation: We’'ll help you understand the tool and guide you
through conducting the assessment

« Expert Insider Risk input: Our team brings real-world experience to help
you beyond the theory

« Tangible costed mitigations: We’'ll provide you with a roadmap of
actionable, costed measure to improve your maturity

PERSONNEL SECURITY MATURITY ASSESSMENT

-ldentify access
List roles with access to sensitive assets

ssess threats
Evaluate insider risks and current controls.

National Protective

. = rioritise risks
Security Authority Rank risks by likelihood and impact.

lan mitigations
Develop proportionate actions to reduce risk.

DURATION AUDIENCE LEVEL

4-6 WEEKS SENIOR RISK OWNER ALL LEVELS




E BEHAVIOURAL DESIGN

WORKSHOP

WHAT IS BEHAVIOURAL DESIGN?

Changing a small number of key security behaviours in your organisation can act
as a fast track to changing wider security culture. Behavioural design

» Uses evidence-based methods to shape secure behaviours through smart
systems, spaces, and policies.

« Challenges directive security approaches, focusing on enablement over
enforcement to drive real behaviour change.

» Draws on nudge theory to reduce violations by designing environments that
support positive security actions

THE WORKSHOP

A focussed workshop forsecurity teams, during which we will:

» Build foundational knowledge: A half-day session introduces SMEs to
behavioural design principles and practical applications in security.

» Diagnose key challenges: On-site engagement identifies problematic
behaviours and contributing factors across policies, systems, and culture.

» Co-design solutions: A full-day workshop helps SMEs analyse root
causes and develop targeted, system-level behaviour change
interventions.

DURATION | AUDIENCE LEVEL

ONE DAY SECURITY TEAMS INTRODUCTORY




